VYr1BepxkaeHa

[pukazom MBY 10 «1OI»
nrt. Hiwxuuit Onec

ot 15.08.2023 Ne 132 O/]

HNucTpyKnus aist 00y4aomuxcst o odecnevyeHn 0 HHGpoOpManuoHHO 0e30aCHOCTH NIPH
HCN0JIb30BaHUM ceTH «IHTepHeT» /151 pa3MellleHHsl B Y4eOHbIX KaOMHeTaxX, B KOTOPbIX
OCYLLeCTBJISAETCS J0CTYH B ceTh « MHTEpHET»

C KaXAbIM TO0OM MOJOJEKH B HHTEpHETE CTAHOBUTHCS OOJIbLIE, a HIKOJbHUKH OJHHU W3
CaMbIX AaKTHUBHBIX Ioib30oBarenel Pynera. Mexay TeMmM, ITOMHMO OIPOMHOIO KOJWUYECTBA
BO3MOXHOCTEH, MHTEpHET HeceT W Mpobiembl. JTa mamsTKa J0JDKHAa TOMouyb Tebe Oe30macHo
HAXOJIUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX MPOTrPaMM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SBISIETCS CHOCOOHOCTh K Pa3MHOXKEHUIO. B 1omosnHeHne Kk 3ToMy, BUPYCHI
MOTYT TIOBPEIUTh WU TOJHOCTBIO YHMUYTOXHUTH Bce (ailiel M JaHHbIe, HOJKOHTPOJIbHBIE
NOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa 3amylleHa 3apakKeHHas Mporpamma, a TakKe MOBPEIUTh
WIN JJa)K€ YHUUTOXKUTh OIEPALMOHHYIO CHCTeMYy cO BceMHu (hailnamu B 1ienoM. B GonbuimHcTBE
CJIy4aeB paclpOCTPAHAIOTCS BUPYCHI Ue€pe3 HHTEPHET.

MeTob1 3a1UTHI OT BPEIOHOCHBIX TPOTPaMM:

1. Vcnonw3yil COBpEeMEHHbBIE ONEPALMOHHBIE CHUCTEMbI, HMEIOIINE CEpPbE3HbI YPOBEHb
3alIUThI OT BPEIOHOCHBIX ITPOrpamm;

2. TlocrosHHO ycTaHaBiIMBail madTH (UM(GPOBBIE 3aIIATKH, KOTOPbIE aBTOMATHYECKU
YCTAHABJIMBAIOTCS C LEJIBIO J0Pa0OTKU MPOrpaMMbl) U Apyrue OOHOBIEHHs CBOEH ONepalnmoOHHOM
cuctembl. CkaunBail ux TOJIbKO ¢ opumanbHOro caiita paspadborunka OC. Ecnu cymiecTByeT pexxum
aBTOMAaTHUYECKOT0 OOHOBIICHHSI, BKIIIOUHU €r0;

3. Pabotaii Ha cBOEM KOMIBIOTEpE IO/ MPaBaMU ITOJIB30BATENsl, a HE aMHUHHUCTpATOpa. JTO
HE IMO3BOJMUT OOJILIIMHCTBY BPEIOHOCHBIX MPOTpaMM HHCTAJIMPOBATHCS HA TBOEM IE€PCOHATBHOM
KOMITBIOTEPE;

4. Vcnonp3yld aHTMBHMPYCHBIE IPOrpaMMHbIE NPOIYKTHI HM3BECTHBIX HPOM3BOJIUTENEH, ¢
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannypb (hU3HYECKHM JOCTYI K KOMIIBIOTEPY U1l HOCTOPOHHUX JIULL;

6. Vcnonp3yli BHENIHWE HOCHUTENM WHGOpPMAIMM, Takue Kak (Qiemka, JucK win dain w3
UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (ailiibl, MOTYYCHHbIE U3 HEHAAEKHBIX HCTOYHUKOB. J{axe Te
(aiinbl, KOTOpBIE TPUCIIAT TBOM 3HAKOMBIN. JIyullle yTOuHH Y HEro, OTIPABIISII JIU OH Te0e UX.

Cerun WI-FI

Wi-Fi - a0 He BUI mepenau JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHa, mapka. Emie B
1991 ronmy wHuuepnaHiuckas kommanus 3apeructpupoBaia Opern "WECA", urto o00603Hauano
coBocouetanue "Wireless Fidelity", kotopslit mepeBoauTcs Kak "OecnpoBoIHast TOYHOCTS".

Jlo Hamero BpeMeHHM Jonuia Japyras abOpeBmarypa, KOTOpas SBISETCS TaKOH ke
TexHojorueil. Iro abbpeBuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHAApT
BBICIIIEH 3ByKOBO# TexHukH Hi-Fi, uto B mepeBone o3HauaeT "BbICOKasi TOYHOCTH".

Jla, OecruiaTHBIE MHTEPHET-IOCTYN B Kade, OTeNAX M a’poroprax SBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHEeT. HO MHOTHe 3KCIepThl CYMTAIOT, 4To oOIieaocTymnHbie Wi-Fi
CEeTHU He ABISAIOTCS 0€30MaCHBIMU.

CoBeTbl 10 6€30MaCHOCTH PadOTHI B 00IIEAOCTYHBIX ceTax Wi-fi:

1. He nepenasaii cBoro nuunyro nHpopMmaruio yepes oomenoctynisie Wi-Fi cetu. PaboTas B
HUX, J)KEJTAaTebHO He BBOJIUTH MAPOJIU JOCTYIIA, JIOTHUHBI U KaKUE - TO HOMepa;

2. Vcnonp3yih 1 OOHOBIIAH aHTHBHPYCHBIE IMporpamMmbl W Opanamayep. TeM cambIM T
obe3omacuib ce0s OT 3aKa4YKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkmroun ¢pyakmmio "O06mwmii noctyn K daiinam u npuntepam'.
JlanHas (yHKIMA 3aKpbITa 10 YMOJYAHUIO, OJHAKO HEKOTOPbIE MOJIb30BATENIN AaKTUBUPYIOT €€ IS
y100CTBa UCIOIB30BaHUA B paboTe UK yueoe;

4. He ucnonp3yit nyomuunsiii WI-FI 11t mepegaun nudHBIX TaHHBIX, HAIPUMED AJIS BBIXOJ1A
B COI[MAJIbHBIC CETH WJIU B AJIEKTPOHHYIO MOUTY;



5. Mcmonp3yii TOIpKO 3amuiieHHoe coenunenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoAU uMeHHO "https://";

6. B MmobOmibHOM Tennedone oTkimoun Gpynkiuio "Tloakmouenue k Wi-Fi aBTomatnuecku". He
JOTTyCcKail aBTOMAaTUYECKOTO MOAKIIOUEeHUs ycTpoiicTBa k ceTssM Wi-Fi 6e3 TBoero cornacusi.
CounuanbHble ceTH

ConuanbHble CETH aKTUBHO BXOJSAT B HAIly YKM3Hb, MHOTHE JIIOJU padOTalOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MIILIHAP]] Y€JIOBEK, YTO SBJSIETCS OJHOM ceabMOoii
BCEX JKHUTEJEH TUIaHeThl. MHOTHE MOJIb30BaTENH HE IIOHUMAIOT, YTO HHPOPMALUs, pa3MeIIeHHas! UMU
B COILIMAJBHBIX CETAX, MOXET OBITh HalJieHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHCIE He
00s13aTeNBbHO ¢ OJaruMu HaMepEeHHSIMH.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COIUANBHBIX CETIX:

1. Orpannub cnmcok npy3ei. Y Te0s B APY3bsSX HE JODKHO OBITH CIyYaiHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amumiai cBOI YaCTHYIO KU3Hb. He ykasbiBait maposn, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUS M JIPYTyl0 JIMYHYIO HHPOpMAIUio. 3MOYMBINIJICHHUKH MOTYT HCIONb30BaTh ke
MH(POPMAIIUIO O TOM, KaK Thl M1 TBOU POJAUTEIH INIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amminai cBOI pemyTaluio - AepkKH €€ B YUCTOTE U 3ajaBail cede BOIPOC: XOTel ObI ThI,
9TOOBI ApYyrue MOJB30BATENM BHUIENHM, YTO Thl 3arpyxkaems? [lomymaid, mpexae 4YeM dYTo-TO
OIy0JIMKOBATh, HAMKMCATh U 3aTPYy3UTh;

4. Eciu Tl TOBOPUUIB C JIFOJBMU, KOTOPBIX HE 3HACIb, HE UCIOJIb3YH CBOE peajbHOE UMS U
JPYTYIo JUUHYI0 HH(GOPMAIMU: UMsI, MECTO JKUTENILCTBA, MECTO y4eObl U Mpoyee;

5. Nzberait pasmemenus pororpaduit B uTepHere, rue Thl M300pakeH HA MECTHOCTH, T10
KOTOPOW MOKHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAJIHHONH CETH HEOOXOJMMO HCIIOJIb30BaTh CIIOXHBIE ITapOJIH,
cocTosire U3 OyKB U (P U ¢ KOJTUIECTBOM 3HAKOB HE MeHee §;

7. ns coumanbHOM CeTH, MOYTHl U JIPYIHMX CaWTOB HEOOXOAMMO HCIIOJIb30BATh pa3HbIE
naponu. Torga ecnu TeOs B3JIOMArOT, TO 3JOYMBIIIICHHUKH IOJIy4aT AOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE cpa3y.

DJIeKTPOHHbBIE TeHbIU

DJNEeKTPOHHBIE JEHBIUM - 3TO OYCHb YAOOHBIM Crmoco0 IuiaTexkeil, OJHAKO CYLIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTSAT MOIYYUTh STH JICHBTH.

ONEKTPOHHBIE JEHBIW MOSBUIMCH COBCEM HENABHO M HMMEHHO M3-32 3TOTO BO MHOTHX
rocy/apcTBax 10 CUX IMOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHu (PyHKIIMOHHPYIOT U O HUX YK€ ITPOMHMCAHO B 3aKOHE, I/Ie UX Pa3JelisioT Ha
HECKOJIbKO BMJIOB - aHOHHMMHBIE M HE aHOHUMHbIE. Pa3HMIIa B TOM, YTO aHOHHMHBIE - 3TO TE€, B
KOTOPBIX pa3pelaeTcs MpoBOAUTH onepannu 0e3 uACHTUPHUKALMY 110JIb30BaTeNsl, 2 B HEAHOHUMHBIX
uAeHTU(UKALINS [T0JIb30BATENS ABJISETCS 0053aTENbHOM.

Taroke crnemyeT pasnuuaTh SJCKTPOHHbIE (UaTHBIE AEHBIH (PaBHBI TOCYAApPCTBEHHBIM
BaJIIOTaM) U DJICKTPOHHBIE He(HATHBIE ICHBIH (HE paBHBI TOCYAPCTBEHHBIM BAFOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOI paboTe C AIEKTPOHHBIMH JICHbIaMU:

1. IlpuBsku K cueTy MOOWJIBHBIM TenedoH. DTO caMblii YAOOHBIH M OBICTPBIM CIIOCOO
BOCCTaHOBUTH JIOCTYI K cdery. [IpuBsizanHbIi TenedoH mMOMOXeT, eciau 3a0yaelb CBOM MIaTeKHBIHI
MapoJib WIM 3ai/Ielllb Ha CAalT C HE3HAKOMOT'O YCTPOMCTBA;

2. Vcnonp3yit ogHopa3oBble maposd. [locne mepexona Ha yCHMJIEHHYIO aBTOPH3AIMIO Tebe
yke He Oy/IeT yrpoKaTh OMAaCHOCTb Kpa)Ku WM NIepexBaTa IJIaTeKHOTO HapoJis;

3. Boibepu cnoxxubiii nmapons. [IpectynHukam OyaeT He MPOCTO yragaTh CIOXKHBINA MapoJib.
Hanexxnble maponu - 3TO mapoiid, KOTOpbIE COJEp’KaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTpOYHBIE U MPOMHUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TaKWe Kak 3HaK Jojuiapa, (yHTa,
BOCKJIMIIATEIbHBINA 3HAK U T.I. Harmpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPHIM HE JOBEPSCIIb.

DJIEKTPOHHAasI N0YTA

DJEeKTpOHHAs TMoYTa - 3TO TEXHOJIOTHS M MPENOCTaBII€Mble €10 YCIYTH MO MEPechUIKe U
MOJYYEHHUIO 3JIEKTPOHHBIX COOOIICHUH, KOTOPBIE paclpeleNsaoTcs B KOMITBIOTEpHOH ceT. OOBIUYHO
ANEKTPOHHBIN MOYTOBBIN MUK BBITISAUT CIEAYIONIUM 00pa3oM: UMsI_TOJIb30BATEISI(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpocTOro TEKCTa, MMEETCs BO3SMOKHOCTD MepeaBaTh (aiibl.



OcHOBHBIE COBETHI IO 0€3011acCHOM paboTe C MEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh NpaBMIIbHBIM MOYTOBBIM cepBUC. B MHTepHETe ecTh OrpOMHBIA BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlEe JOBEPATh TEM, KOTO 3HAellb U KTO MEpBbI B
pEUTHUHTE;

2. He yka3plBali B JWYHOM mMouTe JWYHYI0 WHPOpManuio. Hampumep, mydire BBIOpaTh
"My3bIKaIbHbIN _(aHaT@" nnn "pok2013" BmecTo "Temal3";

3. Ucnonp3yii MBYXATANMHYIO aBTOPH3ANUIO. DTO KOTAA IIOMUMO MApoJIsi HY>)KHO BBOJIUTH KO/,
npucbUIaeMbii 0 SMS;

4. BpiOepu CcIOXKHBIA mapoib. s KaX7a0oro IOYTOBOTO SIIHUKAa JOJKEH OBITh CBOM
HAJCKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXXHOCTH HANMCaTh CaMOMY CBOW JIMYHBIM BOTPOC, HMCIOJB3YH 3Ty
BO3MO>KHOCTB;

6. Hcnonb3yil HECKOJIBKO TOYTOBBIX SIIUKOB. [lepBbI [yIsi YacCTHOM TEPENHCKU C
azpecaTaMM, KOTOPBIM Tbl JOBEps€lIb. JTO 3JIEKTPOHHBIM aJpec HE HaJ0 HCIOJIb30BaTh IIPU
peructpamnuu Ha popymax u cauTax;

7. He oTkpsbiBaii (aisibl U Apyrue BIOKEHHs B MUChbMAaX, JaKe €CIM OHU MPHUIUIM OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIIPABIISIIN JTU OHH TeOe 3TH (pailiibr;

8. Ilocne oxoHyaHus pabOTHI HA IOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKIIAJKH C CAaliTOM HE
3a0yp HakaTh Ha "Beriitu".

KubepOy/uIMHT WM BUPTYaJIbHOE U3/1€BATEJIbCTBO

KubepOymnuHr - mpeciegoBaHue COOOIICHUSMH, COJACPKAIIUMH OCKOPOJICHUS, arpeccHuio,
3allyTUBaHUe;  XYJIMIaHCTBO,  COLMAIbHOE  OOMKOTMpOBaHME C  I[OMOUIbIO  Pa3IM4YHBIX
MHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI 110 00pbOE ¢ KHOESPOYIUTMHTOM:

1. He Opocaiics B 00ii. JIlyumuii cmoco0: mocoBeToBaThCsl Kak ce0st BECTH U, €CIIM HET TOro, K
KOMY MOXHO OOpaTUTbCA, TO BHaYaJIe yCIIOKOUThCS. Eciin Thl HauHelb 0OTBEYaTh OCKOPOIEHUSAMH Ha
OCKOPOJIEHUS, TO TOJBKO €11e OOJIbIIE Pa30Kellb KOH(IHKT;

2. YnpaBiisai cBoel KuOepperyTamuei;

3. AHOHUMHOCTH B ceTd MHHMMAas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOHMT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BeCTH XyJTUTaHCKUI 00pa3 BUPTYalIbHOH ku3HU. IHTEpHET (PUKCHUPYET BCe TBOU
JIEUCTBUS U COXPAHSIECT UX. Y TAJIUTh UX OYyJEeT KpaiiHe 3aTPyAHUTEIBHO;

5. ColGumrozait cBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuHblii HeraTuB. OIHOPa30BbIE OCKOPOUTENBHBIE COOOIIEHUS JIy4YIIe
urHopupoBatb. OOBIUHO arpeccus MpeKpamaeTcs Ha Ha4yaabHON CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MI'HOBEHHBIMH COOOLIEHHSMH, B COLMAIBHBIX
CeTAX €CTh BO3MOXXHOCTb OJIOKMPOBKH OTHPABKU COOOIICHUN C OMPEIEICHHBIX a/IpECOB;

8. Ecnut oI cBUeTenb kKuOepOyiuHra. TBOM JeHCTBUS: BBICTYNIUTh POTUB MPECIICA0BATENS,
II0Ka3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HEraTHBHO, MOAJEPIKATh KEPTBY, KOTOPOU Hy)KHA
IICUXOJIOTMYECKas IIOMOIIb, COOOILIUTH B3pOCIBIM O (PaKTe arpeCCUBHOIO MOBEACHUS B CETH.
MoOuabHbIi Tesie)oH

CoBpeMeHHbIE CMapT(OHBI U IJIAHILETHI COJlEepKaT B ceOe BIOJIHE B3pOCIbIi (yHKIMOHAT, U
TENepb OHU MOTYT KOHKYPUPOBAaTh CO CTAllMOHAPHBIMHM KOMIIboTepaMu. OAHAKO, CPENCTB 3alllUTHI
JUId TOJOOHBIX YCTPOMCTB NHOKAa OYeHb Majo. TecTHpOBaHHME W IOUCK YSA3BUMOCTEH B HHUX
IPOUCXOAMT HE TaK MHTEHCUBHO, Kak A 1K, To ke camoe kacaercss 1 MOOMIIBHBIX PHIIOKEHUH.

CoBpeMmeHHble MOOWJIbHBIE Opay3epbl YK€ NPaKTU4YEeCKH JOTHAIM HACTOJbHBIE AHAJOIH,
OJTHAKO pacmupeHrne (yHKIMOHANAa BIEYEeT 3a COOOH OOJNBIIYIO CIOXHOCTb M MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He BCE MPOU3BOMUTENH BBIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTUYECKHE
YSI3BUMOCTH Il CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI IS 0€30MTACHOCTH MOOMIIBHOTO Tele(OoHa:

Huyero He sBnsercs mo-Hacrosuiemy OecruiaTHbIM. Bbyab octopoxeH, Beab Korna tebe
npeiaraloT 6ecIuIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHeE - TO TUIATHBIC YCIIYTH;

Hymaii, npexxae uem otnpaButb SMS, poTo nim Buneo. Thl TOUHO 3HAEMIb, TJIe OHU OyIyT B
KOHEYHOM HTOTre?



Heo0OxonumMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JIJIsl MOOMJIBHBIX TeJIe(OHOB;

He 3arpyxaii npuioeHuss 0T HEU3BECTHOIO MCTOYHMKA, BEJb OHU MOTYT COJEpP’KaTh
BPEJIOHOCHOE ITPOrpaMMHOE 0OecIieueHue;

[Tocne Toro xak Thl BBIHACIIL C caiiTa, IJi€ BBOAWI JUYHYI MH(OpMaLMIO, 3ai1u B
HacTpOWKK Opay3epa u ynanu CooKies;

[lepnonnuecku npoBepsAl, Kakue IJIaTHbIE YCIYTM aKTHBHUPOBAaHBI Ha TBOEM Homepe; JlaBait
CBOW HOMEp MOOMIJIBHOTO Tesie(hOHA TOIBKO JIIO/IIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEPSCILb;

Bluetooth nomkeHn ObITH BBIKIIOYEH, KOTZa Thl MM HE Housb3yembcs. He 3a0ObiBail mHOrma
IIPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbIE  OHJIAWH-UTPBl - O3TO  KpacoyHble, 3aXBaThIBAIOUIME  pa3BJICUCHUS,
O00BETUHSIOIIME COTHH ThICAY YEJIOBEK IO BceMy Mupy. Wrpoku uccieayroT AaHHBIE UM MHUD,
oOuaroTcst APYr ¢ APYroM, BBIIOJHAIOT 3aJjaHMsl, CPAXKAIOTCS ¢ MOHCTPAMHU U MOJY4aroT OMbIT. 3a
yJIOBOJILCTBUE OHM IUIATAT: MOKYMAKOT TUCK, OIUIAYMBAIOT a0OHEMEHT WM MPHOOPETaI0T Kakue-To
OTILINH.

Bce atH cpencTBa uayT Ha noaaepKaHUE U Pa3BUTHE UTPHI, a TAKXkKe Ha caMy 0e301acHOCTh:
COBEPUICHCTBYIOTCA CUCTEMBbl aBTOPHU3ALMH, BBIITYCKAIOTCS HOBBIE MaT4yu (LU(POBBIE 3aIIaTKU IS
pOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono0OHBIX Urpax CTOUT ONMacaThCsl HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPaXKH TBOETO
1apoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPH3aLUU OOJIBIIMHCTBA UIP.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOET'O UI'POBOI'0 AKKAYHTA!

1. Ecnu npyroii urpok BeneT cedst II0X0 WU co3JaeT TeOe HePHUITHOCTH, 3a0JI0KUpYil ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics aIMHUHHMCTpAaTOpaM WIPhl Ha IUIOXOE IMOBEJECHHE ATOr0 WUIPOKa, KEIaTeIbHO
IPUIOKHUTE KaKUe-TO JI0Ka3aTeIbCTBA B BUAE CKPUHOB,;

3. He yka3pIBaii Tn4yHyI0 HHPOPMALIUIO B Tpoaiiie urpsl;

4. YBaxkail Ipyrux y4acTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uIIMaIbHbBIE TATYN U MOJIBI;

6. cronb3yi CIOXKHBIE M pa3HbIC TAPOJIH;

7. Jlaxke BO BpeMsl UTPBl HE CTOMT OTKJIOYATh aHTHBHpYC. [loka ThI urpaemub, TBOMI
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUIIMHT WM KPa’kKa JUYHBIX JAHHBIX

OObIuHON KpaXkeil JeHeT U JOKYMEHTOB CErofiHs Y€ HUKOTO HE YIHMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOIMH 3J0YMBIIIJICHHUKH NIEPEMECTUINCh B UHTEPHET, M MPOJOJIKAIOT 3aHUMAThCS
"TrOOMMBIM" IEJIOM.

Tak mosBUIack HOBas yrpo3a: HMHTEPHET-MOIICHHMYECTBA WM (DUIIMHI, IJIaBHas LEJb
KOTOPOTO COCTOUT B MOJYYECHUU KOH(PUICHIIMAIBHBIX JaHHBIX MOJIb30BaTENeH - JOTMHOB U MapoJei.
Ha anrnmiickom s3eike phishing umrtaercs kak ¢umuar (ot fishing - peiOHas moBmis, password -
apoJib).

OcHOBHBIE COBETHI 110 60pBLOE ¢ PUIUHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciiu ThI OZ103peBaeliib, 4TO TBOSI aHKeTa Oblila B3JIOMaHa, TO
HEOOXOAMMO 3a0JIOKMPOBATh €€ W COOOIIUTh aJIMUHHCTPATOpaM pecypca 00 ITOM KaK MOKHO
CKOpee;

2. Wcnonw3yit Oe3onacHble BeO-CaWThl, B TOM YHCIIC, MHTCPHET-MAra3MHOB M IMOMCKOBBIX
cHCTeM;

3. Hcnonp3yii crnokHble W pa3Hble maposid. Takum oOpas3om, eciu TeOs B3IOMAIOT, TO
37I0yMBIIIJIEHHUKHU MOIy4aT J0CTYH TOJIBKO K OJJHOMY TBOEMY IPO(MIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOsa B3IIOMald, TO HEOOXOJUMO MPEIYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no0aBiieHbl Yy Te€0sl B IPY3bsiX, O TOM, YTO TeOsl B3JIOMajM M, BO3MOXHO, OT TBOEIO MMEHHU OyJIeT
pacchuIaThCs CIIaM U CCHUIKHM Ha (PUITUHTOBBIE CAUTHI;

5. YcranoBu HanexHsbIi nmapoiib (PIN) Ha MoOuIbHBIN TenedoH;

6. OTkII09YM coXpaHEeHHe maposist B Opaysepe;

7. He oTkpseiBaii (aiuibl U Apyrue BIOKEHHS B MUChMaX, NAKe €CIIM OHU MPHUILIH OT TBOUX
npys3eil. Jlydie yTo4HM y HUX, OTHPABJIsUIN JIM OHU TeOe 3TH (paitibl.



u¢posas penyrauus

[Mudposas pemyramusi - 3TO HEraTUBHAs WM TO3WTHUBHas wH(opMamus B ceth o Tebde.
Komnpomerupyromass uHpopmanus, pa3MelleHHas B MHTEpHETE, MOXET Cepbe3HbIM 00pa3zoM
OTpa3UTbCsA Ha TBOEH peanbHOW )u3HU. "LludpoBas pemyramus" - 3TO TBOM HMMHUIK, KOTOPBIHA
dbopmupyetcs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBOe MecTO KHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCSTCS K NyOJIMKauuu JUYHOM HHpoOpMauuu B
WHTepHeTe, HE MOHMMAs BO3MOXKHBIX MOCIEACTBUM. ThI 1a)xe HE CMOXKEIb AOrajaTrbCs O TOM, YTO
¢dororpadus, pa3melieHHas 5 JIeT Ha3aJ, cTaja MPUYUHOM OTKa3a MPUHSTH Te0s Ha paboTy.

Kommenrapuu, pazmerienue TBoux ¢ororpaduil u apyrue AEHCTBHS MOTYT HE HCUYE3HYTh
Jlake TMOcje TOro, Kak Thl UX yJaluilb. Thl HE 3Haellb, KTO COXpaHWI ATy UH(OpMaIHIo, Tomnajia Jiu
OHa B IIOMCKOBBIE CUCTEMbI U COXPAaHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpY’Karolue
JOM, KOTOpbIE HAAyT M yBUIAT 3T0. HaliTu nH(pOpMaInio MHOTO JIET CILYCTSI CMOKET JIF000H - Kak
U3 100pbIX MOOYKICHUH, TaK U ¢ HAMEPEHUEM IIPUYUHUTH BpeA. ITO MOXKET ObITh KTO YI'OJHO.

OcHOBHBIE COBETHI 110 3allUTe HUPPOBOI penyTanuu:

1. Tonymaii, mpexxae 4yeM 4To-TO IMyOJMKOBATh U MeperaBaTh y cedst B Giore Wi B
COIMAJILHOM CETH,

2. B nactpoiikax mpouis yCTaHOBH OTpaHHUYEHHUS Ha MPOCMOTP TBOEro HpOoMIis U €ro
COAEP)KUMOTO, CIIeTal ero TOJbKO "1 npy3en”;

3. He pa3memiaii u He yka3bIBail HH(pOpPMAIIHIO, KOTOPask MOKET KOT0-IH00 OCKOPOIATh MU
00MXaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTUBHBIE I0JIb30BaTeNM LHU(poBoro mpocrpancrsa. OpHako
JlaJIeK0 HE BCE 3HAIOT, YTO MOJb30BAaHME MHOTMMM BO3MOXKHOCTSMH IHM(poBOro mmpa Tpedyer
COOJIIO/ICHMS ITPAB HA UHTEIIEKTYAJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENIEKTyalbHast COOCTBEHHOCTh" OTHOCHTCS K Pas3IUYHBIM TBOPEHHUAM
YeJI0OBEYECKOr0 yMa, HauMHasi C HOBBIX M300pETEHHH U 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTh HA
MPOAYKTHl M YCIIYTH, U 3aKaHYMBas KHUTaMH, GororpadusMu, KUHOPHUIBMAMU U MY3bIKaJIbHBIMU
IPOU3BEICHUSIMH.

ABTOpCKME TIpaBa - 3TO TpaBa HAa WHTEJUIEKTYyaJbHYIO COOCTBEHHOCTb HAa IPOU3BEICHHS
HayKH, JIMTEpaTypbl U UCKycCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KayeCTBE I'apaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBII/TBOPUECKUN TpPyH aBTOopa HE OyJIeT HampacHbIM, JacT €My CIIpaBeJIMBbIC
BO3MOXHOCTH 3apab0TaTh Ha pe3yibTaTaXx CBOErO0 TPYAA, IOIYYUTb H3BECTHOCTb U IPU3HAHUE.
Hukro 6e3 paspelieHust aBTopa HE MOXET BOCIPOM3BOJIUTH €r0 IPOU3BEAECHUE, PACIIPOCTPAHSITH,
yOJINYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTUPOBATH, IIyCKaTh B MPOKAT, IIyOJINYHO UCHIOIHATD,
MIOKa3bIBAaTh/HCIIONHATH B d(HUpe WU pa3Memiats B MHTepHeTe.

Hcnons3zoBanne "muparckoro" mporpaMMHOTO 0OECIIeUeHHsT MOXKET TMPHBECTH K MHOTHM
pUCKaM: OT MOTEpPH JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBa, TIJe
YCTAQHOBJICHA HeJeranbHas nmporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAlIbHbIE U
OecIutaTHbIE MPOTPAMMBI, KOTOPHIE MOYKHO HAWTH B CETH.

O noprane

CerteBu4OK.p( - TBOM TJIaBHBIN COBETUMK B CETH. 37€Ch Thl MOXKEIIb y3HATh O 0€30MacHOCTH
B CETU MOHATHBIM M JJOCTYITHBIM SI3bIKOM, @ TIPY BOSHUKHOBEHHU KPUTUYECKON CUTYalluu OOpaTUThCS
3a COBETOM. A TakXe IIPUHATh Y4aCTUE B KOHKYpPCAaxX U CTaTh CaMbIM LIU(DPOBBIM Irpax1aHUHOM!

WHCTPYKIMUS JJISI OBYYAIOIINXCA OB MHO®OPMAIIMOHHOM
BE3OITIACHOCTH
HEJIb3s1
1. Bcem moapsin cooOmiaTh CBOKO YacTHYHO MHGOpPMAIUIO (HACTOSIIIHE UMS, (DaMILTHIO,
TeneoH, azpec, HOMEp MIKOJIBI, a Takke poTorpaduu CBOU, CBOCH ceMbH U Jpy3eil);
2. OTKpBIBaTh BIOKEHHBIE (DalIbl 2JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS,
3. 'pyOuTh, MpuaHpaTHCS, OKAa3bIBATh JABIICHUE - BECTH ce0s1 HEBEKIIMBO M arPECCUBHO;



4. He pacniopsbkaiicsi JeHbIaMU TBOEH ceMbU 0€3 pa3pellieHts CTapuIuX - BCeraa CrpalBai
poAUTENEH;

5. He Bcrpeuaiics ¢ THTepHET-3HAKOMBIMU B pealbHOM JKU3HU - TIOCOBETYHCS CO B3POCIBIM,
KOTOPOMY JIOBEPSIELIb.
OCTOPOXHO

1. He Bce numyt npasay. Uuraems o cedbe Henpaay B MHTepHeTe - cooOuy 00 3ToM CBOMM
POIUTENSM TN ONIEKYHaM;

2. [lpurnamaroT nmepenuceBaThCs, UTpaTh, 0OOMEHHBATHCS - IPOBEPH, HET JIU ITO/IBOXA;

3. He3akoHnHoe konupoBaHue (aiiaoB B IHTEepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIBIM O MPOOJIEMax B CETH - OHU BCETa IIOMOTYT;

5. Ucnonp3yit HacTpoiKu 6€30MacHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATh CBOU AKKAYHTbI
B COLICETSAX U IPYTHX MOpTanax.
MOKHO

1. VBaxaii apyrux nosiab3oBarenei;

2. ITonp3yenibest THTEpHET-UCTOYHUKOM - JIeIall CCBUIKY Ha HETo;

3. OTKpbIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0mmaTtbes 3a MOMOIIBIO B3POCIIBIM - POJUTENH, ONEKYHBI U aIMUHHUCTpALMsI CalTOB BCETaa
IIOMOT'YT;

5. [Ipoitan o6yuenue Ha caiite "CeTeBUYOK" 1 MOJIYYH HAcHopT IUGPOBOTO TpaxkaaHrHa!



